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MEMORANDUM FOR: Doout} Dlreceor of. Security - T Tt

‘Memorandum, daeed 4 May 1981, same_:'

TRAT

_';' C/MD/ODD to C/PD/OL (ODP 81-437)

: Thls O;flce fully suooorts tne pollcy outllned in -
parag:apn 2 of reference (b). This policy incidentally was first
sur faced in our joint 0S/0ODP Computer Security Working CGroup and,

in Ffact, prior to final publication by the Office of Data "
Processinﬁ (opP}, lManagement Staff (MS) was coeordinated with the

?Efice Qi Qeﬂurlty (OS), In‘ormatloq Syeeeme aecurlty Group :

I . £ ) e - _ 25X1

II Ay

ftae two baSlC coacerns ralsed by ODP-

Tal There is a dlbtlnct threat to ADPD both. at’ the
- nanuLaceurlng pOlnt and/oxr at the serv101ng end via a device
e "used for the purpose already stated in reference (b). We
believe, howaver, that there would Dpe vetter ways for a
hostile or {friendly) governwene to db ain 1nformatlon but
that threat nevertneeeob exists. sLLE

2 - - : _ . _ e Tue

. b. Regarding serviﬂe"reoresentatives — any foreign
national represecntative of these mmanufacturers would not be
permitted entry to_Lhe Heaquchers comolex for obvious
security reasons. _ Ce 25X1

N - . * o
3. In answer to specific questions listed in attachment (1)
of reference (a), wa have the following comments (corresponding
to parazgraopns in attachment): '

a. Ye view these ﬁ=ramet°ro as the entlre gystem to
include individual comgonents of a comnputer, e.g., main CPU,
teraminals, memory units, I/O cevices, c’na'm(_l aev1ces, as
well as,communication egquipment.
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b.  We would prefer that these be made at time of
"procurement as part-of-the procurement process. Inquiries
should be made as  -to foreign affiliation and if possible

- ‘place of manufacture of computer units under procurement
consideration. -There should be no exceptions unless there
are overriding circumstances not now envisioned and then
only with written concurrence by the Director of Security
and the Dlrector of Data ProceQSLng.; - '

..
-, e - .

, P . Lo . el .

C. No. We' Delleve tﬁat this is an internal Agency -
~policy matter necessitated by the DCI's legal resoon51b111ty
"to protect: Sources-and Methods. DDO-data which is processead
on our computers - would cnrtalnly be conSLdered in thlS
.SdeECu area-g ' - -+

. : .‘We do not’ soec1£1cally analyze new. comoutor
eculpment for implanted dev1ces or for modlflcatlons. Our
Technical S=scurity Division/Office of Securitv veople.

Regarding visiting service representatilives: service
technicians who regularly maintain our computer eguiment
must be cleared and badged (VNE badge includes polygraph -
interview). Service personnel on the Agency account, who
regularly service our equipment but who .do not .qualify for a
‘badge (less than 100 visits per year) ‘are also generally
‘appropriately cleared. -In the event there are no- badged or
. Cleared service Darsondel available, uncleared -
representahlvas will be asked to perform maintenance =

.

'“functlons under'oscort by a "knowledgeable" lndlv1dual.‘.of

-course this procedure’ lS dlf icult - to enforce in- the daily
.,worx env1ronment.,

L . )
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L. ‘,..."- - .

‘e. Yes. We are- currently rev1ew1ng Agency and
Comnunlty policy in the information security area .in order
to update existing regulations/directives and will consider
‘this guestion as part of that review. Additionally, we feal
that it’ should also apply 'to the Intelligence Community

e.g., to member Agencies procsssing SCI under DCID 1/16).

f. To our knowledge there is currently no policy
Community-wide specifically addressing this matter. Until
very repen;A » as you know, there was a specific "buy-
American" clause in the GSA procurement directives which now
nas been voided by Executive Order. Further, historically
the United States computcr manufacturers have not had any

capetition from foreign companies. However, with recent
technlcal Qtrldes in computer wanufacturing by Japan, the
"problen of using foreign computers will become more defined.
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We are not - as concerned about United States comduter

manufacturers using transnational corporations for parts,
etc.,las.we.-are of foreign manufacturers oroauCLng this
.Computer &guipment in their own coun;ry under their, "total"

-'.' - lo
'as cegree of forelcn control; the-distribution orocess for:

: 'tnls _eguipment, tvoes of contrac;s under -
f‘COﬂSlOerathﬂ. Lo A B S

As-".',

Obv1

lcont*ol.u In short, we have to live.with the "facts .of-life"
of-American busmness.h S - : e

.-

LY (
i

any ques;lo s would flrst have to be answered SLC

USlV these anestions need fnirther Adicrivecinm =nd

o )

I53SG on this issue.
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